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Abstract

This paper expands on the topic of UNIX Security as introduced in the SANS KickStart Course notes unixsystemsecurity-l0d2s4.pdf (booklet Number K2, section “Securing and Auditing Unix”). The course notes give a broad introduction on securing UNIX and/or LINUX systems while this paper serves as a detailed and specific guide to securing a SGI workstation running a version of the IRIX 6.5.x operating system. 

Selection Criteria
The motivation behind the paper is that, although keeping the course material general is good for teaching and learning about IT security, in the actual workday it is more useful to have rather specific guides that provide short and concise “hands-on” steps to secure a UNIX system under a specific operating system. The goal is to have a collection of papers similar to this one where users or inexperienced system administrator can go to find their specific operating system and follow the steps outlined in the respective paper to improve the IT security of the specific UNIX system.

This paper outlines the specific steps that need to be performed to improve the IT security of a computer running the IRIX 6.5.x operating system. I chose this operating system because I have the most experience with its administration and maintenance. I have will not explain the deviations of those steps that are necessary for operating systems older than IRIX 6.5 (SGI has stopped support for many of those older versions since their introduction/release of IRIX 6.5 in the summer of 1998 (http://support.sgi.com/news/support/irix-support-policy-7-99.html). 
Introduction

IRIX 6.5 is the fifth-generation SGI UNIX operating system and is compliant with UNIX System V Release 4 and The Open Group's many standards including UNIX 95, Year 2000, and POSIX. It was released in summer 1998 (http://www.sgi.com/newsroom/press_releases/1998/june/irix6.5.html) as a major operating system upgrade and consolidated the support of different hardware platforms with MIPS CPUs greater than R4000 into one operating system – e.g.: before the release of IRIX 6.5 different hardware platforms were running on different operating system versions (Indy: IRIX 6.2, O2: IRIX 6.3, …) thus the new release made system administration of a LAN with different SGI workstations much easier!

· IRIX 6.5 upgrades are released about every 3 months in two families: the maintenance and feature releases. It is easiest to stay in the current release family when upgrading IRIX. The basic steps to do a system upgrade is to get the new operating system version either on CD (which can be obtained by calling SGI at: 1-800-800-4SGI = 1-800-800-4744) or by downloading the newest release from the web at: http://support.sgi.com/6.5/. The CDs and web pages provide the necessary information to carry out the software installation so I will not discuss this any further. Obviously keeping the operating system uptodate is an important security step, thus it is recommended that these upgrades will get performed as soon as possible after their release. 

When SGI fixes a bug or vulnerability in one of their software packages, they release a patch with installation instructions that are usually very similar to the IRIX installation/upgrade steps. Again it is strongly recommended to install these patches on all relevant software as soon as possible. Therefore it is useful to monitor the SGI security and patch web pages at:

http://www.sgi.com/support/security/index.html http://support.sgi.com/colls/patches/tools/patchset/index.html
or create a ‘Surf Zone’ user account and subscribe to the supportfolio mailing list at:

http://support.sgi.com/member/tools/surfzone/subscribe.cgi
by editing the ‘MyProfile’ section.

In the following sections I assume that the above steps have been performed (i.e.: the operating system is on the newest release level and all used SGI software is patched), that basic security steps like changing the original passwords as delivered out-of-the-box have been carried out and that the SGI computer is connected to the internet, i.e.: the necessary networking steps are set up and have been performed correctly (the easiest way to do that is probably to use the System Manager GUI under the Toolchest).

Specific Steps to improve IT security on IRIX 6.5.x systems:

1) in /etc/passwd and/or /etc/shadow:

· lockout unused or non-login accounts (e.g.: delete or put a “*” in the password colums of the following entries), i.e: lp, EZsetup, OutOfBox, guest, 4Dgifts,...

(
check via:  


egrep "lp|EZsetup|OutOfBox|guest|4Dgifts" /etc/passwd


egrep "lp|EZsetup|OutOfBox|guest|4Dgifts" /etc/shadow

2) in /etc/inetd.conf:

· add -h to telnetd
· comment out telnetd (and possibly ftpd) if ssh is running

· add -l (log all option) to tftpd
· comment out 2 entries for echo and chargen
· comment out fingerd, rwalld and rusersd
(
check via:  
· 

egrep "telnetd|ftpd|echo|chargen|fingerd|rwalld|rusersd" /etc/inetd.conf

· more entries can usually be comment out as those services are not required but come activated by default. Here are the active entries of a typical inetd.conf file that I use:

discard stream  tcp     nowait  root    internal

discard dgram   udp     wait    root    internal

sgi-dgl stream  tcp     nowait  root/rcv        /usr/etc/dgld   dgld -IM -tDGLTSOCKET

mountd/1,3    stream  rpc/tcp wait/lc    root    /usr/etc/rpc.mountd     mountd

mountd/1,3   dgram   rpc/udp wait/lc    root    /usr/etc/rpc.mountd     mountd

sgi_mountd/1 stream rpc/tcp wait/lc    root    /usr/etc/rpc.mountd     mountd

sgi_mountd/1 dgram  rpc/udp wait/lc    root    /usr/etc/rpc.mountd     mountd

sgi_fam/1-2 stream  rpc/tcp wait    root    ?/usr/etc/fam            fam

sgi_pcsd/1  dgram   rpc/udp wait    root    ?/usr/etc/cvpcsd        pcsd

sgi_pod/1   stream  rpc/tcp wait    root    ?/usr/etc/podd           podd
ttdbserverd/1   stream  rpc/tcp wait root ?/usr/etc/rpc.ttdbserverd rpc.ttdbserverd

3) comment out 2 entries for echo and chargen in /etc/services:

· 'echo' and 'chargen' services can allow a denial-of-service attack, as described, for example, in CERT advisory CA-96.01

(
check via:  
egrep "echo|chargen" /etc/services

4) change /etc/default/login to follow:

   
set CONSOLE=/dev/console

   
set PASSREQ=YES

   
set MANDPASS=YES

   
set SYSLOG=ALL

(
check via:  
egrep "CONSOLE|PASSREQ|MANDPASS|SYSLOG" /etc/default/login

5) add file /etc/ftpusers with the following ownership and permissions:

 -rw-r--r--    1 root     sys          146 Nov  6 09:26 /etc/ftpusers

(
this file will not allow ftp connections from account that match one of its entries
(
typical contents:  

root, sysadm, diag, daemon, bin, uucp, sys, adm, lp, nuucp, auditor, dbadmin, rfindd,


EZsetup, demos, OutOfBox, guest, 4Dgifts, nobody, noaccess, sgiweb, cflmgr

6) if your system is NOT using NIS/yp then set up the shadow password file via:


pwconv

(
 read man pages for: shadow, pwconv
7) disable web services if not needed:

chkconfig ns_fasttrack off

chkconfig nss_fasttrack off

chkconfig webface off

chkconfig apache off

killall ns-httpd 

· killall does not always remove all processes; in that case do "kill -9 PID" 

· NOTE: ns_fasttrack or apache is needed to be “on” for web services but not webface
(
check via:  
chkconfig | grep fasttrack

chkconfig | grep webface

chkconfig | grep apache

ps -ef | grep httpd
8) disable routed daemon:

chkconfig routed off

chkconfig | grep routed
9) disable timed daemon: (use ntp instead to provide time synchronization)

chkconfig timed off

chkconfig | grep timed

(
make sure ntp runs instead:

· ps -ef | grep ntp

10) disable array daemon:

chkconfig array off

chkconfig | grep array
11) disable sendmail daemon:

chkconfig sendmail off

chkconfig sendmail_cf off

chkconfig | grep mail 

ps -ef | grep mail

· do this on systems that are not mail servers - don't do it if you want email forwarding enabled 

· instead make sure you run an uptodate + secure sendmail - eg: SGI sendmail + patch 3937 for sendmail 8.9.3 from:
 HYPERLINK "http://support.sgi.com/irix/content/patches_support/html/pinfo3937.html" 



http://support.sgi.com/irix/content/patches_support/html/pinfo3937.html

(
the easiest test for open mail relays is to: "telnet mail-abuse.org"

12) install + set up tcp_wrappers:

· best to get source code, edit Makefile and Banners.Makefile to enable banners and compile tcpd using:



make irix6  (works fine under IRIX 6.5 system)

· 

make -f Banners.Makefile
· create hosts.allow and hosts.deny files and edit /etc/inetd.conf to run selected daemons via tcpd
· reread and restart inetd.conf via:



/etc/killall -HUP inetd
13) disable "xhost +" in:


/usr/lib/X11/xdm/Xsession


/usr/lib/X11/xdm/Xsession-remote 

      and make sure there is no "xhoston" flag file in /usr/lib/desktop
( check via:

xhost

egrep "xhost" /usr/lib/X11/xdm/Xsession*

ls -al /usr/lib/desktop/xho*
14) make sure the permissions/ownership of the /tmp dir are 1777:

( sticky bit "1" prevents users from deleting each other's files 

          (1777 = rwxrwxrwt   are the default permissions of /tmp and are set in /etc/init.d/rmtmpfiles)

( check via:
ls -al / | grep tmp

More restrictions can of course be set up but the above listed steps together with replacing unencrypted remote login services (telnet, ftp, rsh) with encrypted session daemons (ssh) are good starting points to secure an SGI workstation and leave the environment at the same time in a rather open and useful state for the users to access network services (email, www, mounting disks,…).

Glossary
The KickStart Course material does not have a section about banners (banners are files that display information about the restriction and legal/proper use of a computer system or web page before users log in and use the system). It is usually required to have proper banners installed on systems in order to successfully prosecute unauthorized users who improperly use a government computer. In particular those banners must inform users that the system is being monitored to detect improper use and other illicit activity and that there is no expectation of privacy while using this system. 

· More Information on setting up banners on various computer systems is available at:


http://www.ciac.org/ciac/bulletins/j-043.shtml
Similar Topics and Related Information

· SGI specific security items can be found in:

· SGI security FAQ in "comp.sys.sgi.misc" newsgroup, which can be found at: 



ftp://viz.tamu.edu/pub/sgi/faq/


http://www-viz.tamu.edu/~sgi-faq/
· SGI security information and software patches:


ftp://patches.sgi.com/support/free/security/

http://www.sgi.com/support/security/index.html

http://www.sgi.com/support/patch_intro.html

http://www.sgi.com/support/security/patches.html
· Useful SGI security information from Mr. Olson:



http://viz.tamu.edu/pub/sgi/software/security/olson-security
Further Information 

· General UNIX security items can be found in:


http://www.cert.org/

http://www.cert.org/security-improvement/



ftp://ftp.cert.org/


ftp://ciac.llnl.gov/pub/ciac/


ftp://coast.cs.purdue.edu/pub/tools/unix/


http://www.cerias.purdue.edu/coast/
· bugtraq mailing list - listproc@netspace.org, archived at



http://www.securityfocus.com/
· comp.security.unix newsgroup, archived at:


http://groups.google.com/
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